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“We shred everything”

https://arstechnica.com/information-
technology/2022/10/why-big-tech-shreds-millions-of-
storage-devices-it-could-reuse

The current state of storage security…



Today’s Widespread
HDD Shredding

>200 million drives 
disposed each year

A Sustainable Datasphere Requires a New Mindset



Other industries are doing it already.
It takes a change of mindset

Rental Car Companies
Buy new cars. After

40-50,000 km or 1-3 years, 
car is reconditioned and 
resold. It’s then driven 
another 10-15 years 

before being recycled.

Compare with 
Data Centers Today

Buy 10,000 HDDs, use for five 
years, then destroy them.
Wouldn‘t it be great to give 

them a second life? 



Foster a sustainable future by enabling the circular economy 
in data storage.

We strive to ensure that data storage devices can be 
securely reused.

CDI ─Circular Drive Initative 



William McDonough 
Chief Executive, McDonough Innovation

Partnering with McDonough 
Innovation

"I love the idea that these storage drives can be 
repurposed, with new data, wisdom, intelligence, and 
cleverness to better the human condition. These 
renewed drives will help us remember the future.
Storage reuse effectively demonstrates the 
Cradle to Cradle Circular Technosphere concept 
and I believe it can be a leading example in the 
ICT industry."



Barriers to a circular economy for storage

Zero risk policies due to large impact of 
data breaches.

DATA SECURITY, POLICY, AND 
GOVERNMENT REGULATIONS around processes, device health and 

reliability are critical for trust.

TRANSPARENCY

are required to economically reclaim and 
repurpose used storage devices.

VIBRANT SECONDARY MARKETS

There is a lack of transparency and data 
availability around product information, 
environmental impact, carbon accounting 
for circular business models

METRICS



Seagate  | 8

A Practical Circular 
Economy for 
Storage

2nd Life

1st Life

Recycle: Resources & 
Raw Materials

Energy, Water & 
Rear-Earth Manufacturing

Use
d

New

Usage & Extended 
Usage



HDD Reuse: 275× Larger Impact than Recycling

Recover 
Materials

0,02 kg
CO2e

TO D AY

Reuse 
HDD

5,5 kg
CO2e

F U T U R E

Jin, H., Frost, K., Sousa, I., Ghaderi, H., Bevan, A., Zakotnik, M. and Handwerker, C., 2020. Life cycle assessment of emerging 
technologies on value recovery from hard disk drives. Resources, Conservation and Recycling, 157, p.104781.

https://doi.org/10.1016/j.resconrec.2020.104781
https://doi.org/10.1016/j.resconrec.2020.104781


SSDs have a large amount of embedded carbon from manufacturing!
Reuse is the largest impact for circularity

2207.10793.pdf (arxiv.org)

https://arxiv.org/pdf/2207.10793.pdf


Data Security as a Barrier

Data leak PrivacyTrust 

Legal 
Agreements

Security

Encryption Policies 
Minimize Risk
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Infeasible data recovery with
state-of-the-art techniques.

Disintegrate, incinerate, and melt
leaving device in unusable state.

Uses logical or physical techniques
to remove all data on addressable

and non-addressable storage.

Infeasible data recovery with
state-of-the-art techniques

leaving device in usable state.

Uses logical techniques to remove
data on all addressable storage.

Prevents against non-invasive
data recovery.

Data Sanitization Methods

Clear Purge Destruct



Data Sanitization Standards

ISO/IEC 27040NIST SP 800-88R1 

• Created standards for purge sanitization level
• Purge is a process that renders target data recovery 

infeasible using state-of-the-art laboratory techniques

• The IEEE 2883 Standard for Sanitizing 
Storage, a modernized version of ISO/IEC 
27040, published in March 2022

IEEE 2883 Standard for Sanitizing



Enable the broad ecosystem of drive 
reuse through CDI partners: 

decommissioning, media 
sanitization, verification, and sales 

channels

Adopt carbon accounting models 
that show the real impact of 

circularity

Make the storage market more 
sustainable by developing and 

promoting standards, reporting, and 
best practices around circular 

business models.

What is CDI doing?

Develop Sustainable
Standards Transparency and reporting Rethink the Ecosystem



A Comprehensive Grading System for 
Used Storage Devices

CDI Project  

• Transparency required to build trust in 
secondhand market

• CDI workgroup deep understanding of SSD and 
HDD quality and reliability

• Grading system designed to accurately assess 
the health and remaining use left

• Includes endurance, power on hours, errors, 
device self-test, signed vendor firmware

• Definitions for recertification vs. remanufacturing

Gold



It takes a change of mindset
and no time to waste

Join CDI


